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safe and sound 2D
Thursday, 28 October 2002

Arthur Noonan, Omnix Software sales manager (EMEA), discusses the varied safely, securily and azsst
management challenges facing mobile operators around the world. .

With mobile communications now an integral part of life the world over, mobile cperators have had to adapt to
the safety and sscurity challenges of many different markets. While the top prionity for cperators has slways been
the safety of workers, customers and the general public, they also face on-going challenges to the security of their
sguipmant and business structurss.

Az the recession bites, mobile cperators are being asked to find even more costs to cut and so are inoceasingly
focussing on how to avoid the expensive pitfalls associated with network safety and security. Carsful preparation
for these problems, as well as ongoing netwod glanning and monitoring, holds the key to reducing lost revenus
and unnecessarily high cperaticnal expenditure (SpEx).

Securing the network

While theft and vandalism are challenges cperators face in every markst, their specific targets can vary wildly. In
many African countries the unrelisbility of the national electricity grid has meant that cperators often rely on
digsel generators to provide the primary power for base station or other communications sites. However, the
generzlly unstakbls powsr supely has also reised the valus of powsr genarating sguipment, inocesasing the
incidence of generator, diesel and transformer theft. One Omnix customer in Nigeria is cumently replacing five to
ten generators 8 month due to theft. In addition, Ahmad Famoukh, cec of MTH Migeria, has commentsd that "all
MTH sites are manned by private security agenciss, but thefts occcur becsuse thisves tend to be adeguatsly
armed with ammunition, guns [and] self-lcading trudes™.

The connecticn betwesn theft and powser supply eguipment is continued whan considering some of the popular
green’ solutions being offered by innovative vendors. While the marketing and ethical arguments for providing
gre=n solutions are convincing, the additicnal expense of solar and wind powsred sources is hard to justify whers
the likelincod of theft is too grest.

Wandslism is also 2 growing preklem in some African communities. Local residents can becoms unhappy with
telecoms operators for paying ‘insufficient site rental, for generating noise polluticn or for accidental disss|
spillages. Local communities can even become angry that mobile cperators do not provide services cutside of
their remit, such as road construction and community power supplies. Operators have experienced both the
intimidatiocn of their site maintenance contractors, as well 85 the severing of optic fibre cables and the destruction
of generators. Mevertheless, many African populstions now regard their mobile phones as indispensable (indesd
telecoms is often their only relisbly functicning utility) and react badly to any drop in the guslity of service (Q05).
It is imperative then that cperators not only respond guidkly to site cutages, but also ensurs they have deploved
sdequats sscurity to protect both their personnel and equipment, kesping OpEx 85 low a5 possicle whils
guarantesing Qof — attracting new subsoribers and deoeasing churn.

Another commaen target of theft, and by ne maans limited to emarging marksts, ars the largs and sxpensive
copper coaxisl fesder cable and componsants running up the towsr sites connacting the base station antennas.

The soaring price of copper has made telecoms infrastructure an ideal target for thisves. Although the price of
copper fell during the last few maonths of 2008 {from over U532 a pound to today’s price of arcund USE2), it
remains an stbractive target for thisves, British Telecom (BT) has st up its own dedicated sguad to clamp down
on these thefts, which ars estimated to cost the company mors than £4mn 3 year despite the fact that removing
live componsnts can put 2 thisfs life at risk. One recent case in the UK saw 27 tonnes of cable being stelen,
fetching = total of £25,000.

For mokbile cperators, as previcusly mentioned, the expensive cosxial copper fesder cable, acting 25 2
waveguide, connecting sither the mobile cperstor’s RF base station or microwave transmission antennas, ars
often targeted by thisves But even optic fibre cable links can be damaged if the thisves ars under the impression
that it is standard copper cabling. For this reason, site planning is essential to ensure that communications sites
have sll the sppropriate security precautions they require: from site fencing to security guards. Thease types of
thefts can oceate powser outages, chone cutages and equipment failures. Very often the damage is sufficient to
shut down multiple base staticn, repester or other communications sites, and the effect can be that customers
may &van be put in real dangsr — thay might, for examgels, b= unskle to call the emeagency services.



Although fraud does not directly damage the communications infrastructure of 3 mobile cperator, it is perhaps
the maost fearsd form of orime, especially in developed markets. The introduction of regulations such as
Sarbanesz-Cxley in the USA and the 8th Compsny Law Directive in Eurcpe , means operators can no longer
afford to ignore the need to trade all of their rescurces a5 accurately as possible. Ceos, Cfos and board membens
ars now mons responsible than sver for the sccurste representation of corporste asssts

The risks arz real: several high-profile corporste scocounting scandals in the USA have already shown that
insccuracy can cause the collapse of the affected company's share price. Thersfore, 83 well 85 any dirsct
financial losses from the activity, cperators can stand to lose far more revenue in lost business and regulatory
p=nalties.

Furthermaors, the value of 8 network must be clesrly visible and accountatle if an ocperator is trying to attract
investors.

In the past, the ability to acocurately menitor and report on assets has langely been a8 guestion of honasty on the
part of network departments within operator crganisations. Now it is 8 matter for board concern that requines
integration into financial management processes to drive accuracy and confidence. If assets ars |eft undeclared,
or their wheresbouts are unknown, penaltiess can slso be enforced for breaches of legislation. It is imparative that
network infrastructure is monitored to provide & real-time and reslistic view of assets in order to comply with
legislation. A framework of activity done (in the form of an audit, for example) ensures companies can prove that
no fraudulent transactions have ocoumad.

Safety in numbers

Although not as high-profile as theft and fraud, health and safety considerations can also ocreate & significant
financial burden or risk on mobile cperators if they are not planned for in advance. Remedial site upgrades can
e extramely expensive and the pensltiss that may be imposed by regulstors for non-comelisnce ars savers.

Dperators must consider 8 myriad of safety regulations during the construction, maintenance and
decommissicning of their mobile network infrastructure. As per The Hesith snd Safefy st Work Act 1574, in the
UK for exampls and its eguivalant in other countries, cperators have 3 legal responsibility to ensure that any risks
to staff, contractors or the genearal public are properly controlled. Maorsower, any legsl caims made by an
operators employess, customers or the general public can result in considerable sums in damagss a5 well 35 3
serious loss of corporate reputation, which will have a direct knode-on effect on 8 company's revenue.

In the UK, similar to many other countries, The Corporste Manslsughier snd Homicide Aot has oeated a legal
na=d for organisations to protect their workers, Recent cases have confirmad that dirsctors cannet aveid & chargs
of neglect by amranging their crganisation’s business so as to leave them ignorant of circumstances which would
trigger their cbligation to address heslth and safety (H&S) breaches. Tradking the location of maintenance
workers is one firm step towards this.

In developed marksts, base stetion and other communications sites are put through 2 rigorous clearance
procedurs, addressing issuss like worksr safety, radio interfersnce, aviation safety and the nesd to minimiss the
number of sites, towers and other constructions. During the planning of such new sites, operators must consider
elements such as anti-climbing defences on communications towers, warning beacons on masts near flight paths,
safety railings sround rocftop base stations, and comgpliance with non-icnising radiation legislation {much of
which is taking intz acocount public safety fears).

Tower sites in emerging markets often face similar legislation, but more lax enforcement. It is not uncommaen for
maobile towers in developing countries to be over-loaded with eguipment, have non-functioning airceaft waming
lights and commit octher sericus breaches of safety norms.

Ew=n during the planning and construction of sites, cperators often fail to camry cut quality assurance sudits,
chediing elements like the site’s foundstion, sufficient wind tolerance and structural integrity. This is essential,
given that communications towers consist of more than 10 tons of galvanised ircn and many hundreds of
components that must be bolted together comedtly with the right torgue for the tower to remain erect.

In the UK, a5 in many other countries, the chief problam facing mobile cperstors is how to ensure comgplisnce
with H&S regulations aoross the huge numbser of sites on their network. This proklaem is compounded by the fact
that different regicns within the UK may hawve subtly different legislation governing other compliance such as
planning restrictions or H&S regulsation interpretation. Additionally, site permits and other documentsation nesds
to be renaswed on 2 regular basis.

Thus cperators can face an inocedibly complex set of reguirements and procedures, combined with hefty
p=nalties for non-comglisnce. Failurs to comply with an improvement or prohibition notice camriss 3 fine of up to
£20,000, or six months” impriscnment, or both. Unlimited fines and impriscnment can even be imposaed by higher
courts.

Az certified cheds and current certificates are genarslly 8 legsl reguirement, it is essentisl that cperators monitor
and maintain their own chedes and ensure their H&S certification is slways up to date.



All this means that operators nesd to have sutomated process and glanning systems in place to manags their
H&S compliance. Given the huge investmants made in telecoms networks, it is essential that cperators introduce
processes to streamling the management of licenoces, permits, safety cheds and the like that are not usually
considered with conventional site or estate managemsent systems. It is also vital to support costsaving adtivities
wharaver possicle.

These systems should manage the sutomatic payment of licence fees and the renawal of H&ES permits, a3 well a3
sutomatically reminding coerators of when site cheds are dus. Sites must continue to be regularly cheded to
ensure that they do not later pose 8 risk to wodkers or the public for example through age and comosion in tower
systemns and components. Thass systems can also advise oparators on the specific safety considerations for
individual types of site [for example: rooftop masts reguire safety railings). Forward planning can save cperators
both time and money, a5 well 85 protecting them from the risk of heavy penalties.

Solutions

Operators that are proactive about maintaining their assets ars the first to benefit from knowing when damagsed or
stzlen technolegy must b2 replaced, what it should be replaced with, whether or not the equipment is under
warranty, and if the reguired replacemeant component is in 3 warshouse somewhere, waiting to be deployed.

Making sure that existing equipment remains functional and that new eguipment is brought ‘on-air 8s socon as
possible also ensures that assets are generating revenues rather than remaining idle. This keeps inventory levels
down 2nd laverages resl return from fixed sssets.

Mobile cperators must also track and manages high-value assets soross 8 network in order to ensure they can
sccount for materials such a5 base-stations and transmission eguipment widely dispersed aocross hundrads, or
aven thousands of sites. Without such tradking and management, eguipment can be stolen or damagead, adding
unneoessany costs to the cperstor and sating into vital revenuses.

In additiocn, without an accurate picture of their infrastructure assets data including for example eguipment
parameter detail, cperators must dispatch a8 survey team to physically review =ach site, causing delays and
inefficiencies for even minor upgrades or site alterations.

The last ling of defznce for mokile cperators is the insurance caim. Network auditing is essential if cpsrators ars
to provide an accurate view of their sssets in order to secure the best value insurance policy. Vandslism or the
theft of eguipment from unsecured sites can harm 8 network to 8 point that an insurance claim must be made.
When insurance companies don't have precise per site eguipment asset dats for evalustion, insurance brokers
underwriting network assets are vary likely to oversstimate 8 guotstion to ensurs it is buffered, 35 8 caution,
against the possible trus valus of the site should 3 clsim be made, which adds an cngoing unnecessary cost to
the oparator.

Zn the other hand, if the cperator can provide 8 very precise, computerised record of all its assets, including
relevant depreciation, then it will stand in 2 good position to negotiate 8 substantial discount from the insurance
provider, which might typically represent 10% to 20% of total sites insurance premiums.

‘While no mobile cperator can entirely protect themselves against theft, vandalism or regulatory and legsl
penalties, the risks can be minimised by efficient project planning, asset management and maintenance tradking.
If factors like theft and vandsalism arg taken into account during the planning stage of 2 network rollout, sssst
tracking systems can ensurs that masts deploysd in higherisk areas have the maximum possibls protection. Thess
systemns can also ensure that sl mast sites receive the safety 2quipment and certification they require, s well 22
reminding cperators to keep these clearances up to date.

In cenfronting these challenges, project planning, asset management and maintenance tracking are often
overlocked weapons in an cperators arsenal - yet they may alsz be their most powsarful cnes.



